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1. Introduction

Blockchain technology has become one of the most revolutionary
and disruptive inventions of the digital era in recent years.[1]

Its capacity to build open and impenetrable networks has sparked
the development of numerous novel use cases in a variety of
fields, including supply chain management,[2] voting systems,[3]
banking,[4] and healthcare.[5]

However, due to its rapid emergence and wide applicability,
blockchain technology is paramount to many legal uncertainties.
While there are numerous challenges under the European legall
framework that can be identified in connection to blockchain
technology, this paper focuses solely on the General Data
Protection Regulation (GDPR).[6] Following, this paper aims

to explore what data is being stored on public permissionless
blockchains and whether this data qualifies as personal data within
the meaning of Art. 4(1) GDPR.

2. Blockchain

There is no official legal definition for blockchain.[7] However, it does
exist for Distributed Ledger Technology (DLT), which is known as
the parental technology of blockchain.[8] DLT means “a technology
that enables the operation and use of distributed ledgers”.

[9] Blockchain is a specific sort of DLT that employs algorithmic

and cryptographic techniques to build and verify a continuously
expanding, append-only data structure that resembles a chain

of so-called “transaction blocks” and serves as a distributed
ledger.[10] A distributed ledger is "an information repository that
keeps records of transactions and that is shared across, and
synchronised between, a set of DLT networks nodes using a
consensus mechanism”.[11] Notably, not all distributed ledgers use
blockchain technology, and blockchain technology itself can be
used in a variety of contexts.[12]

There are many different types of blockchains. The technological
and functional setup, as well as the internal governance systems,
of blockchains, do certainly vary greatly.[13] Blockchain is thus “a
class of technologies” rather than “a single technology” with a set
of predetermined qualities.[14] Blockchains are typically divided
into two categories: "public and permissionless” and “private and
permissioned”.[15]

2.1. Private and Permissioned vs. Public and
Permissionless

Private permissioned blockchains run on a private network and only

nodes[16] that have been preregistered can validate transactions.

[17] Permissioned blockchains are frequently designed for a

specific purpose and these systems are therefore not open for
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anyone to join and use.[18] Similar to private intranets, private and
permissioned blockchains are exclusively available to users within
that specific organisation.[19]

In public permissionless blockchains,[20] all nodes can validate
transactions; no permission is needed.[21] There are no identity
constraints for participating in such a permissionless system.

[22] Since anybody may download the full ledger and observe
transaction data in these systems, transparency is also one of

its key features.[23] This is why they are referred to as "public”
blockchains. Open-source software is the foundation of
permissionless blockchains, allowing anybody to download it and
join the network.[24]

Since their highly distributed nature, public and permissionless
blockchains pose great compliance issues with the GDPR.[25] This
paper, therefore, concentrates on analysing personal data on
public and permissionless blockchains.




The data protection
principles, rights, and
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when personal data

is processed

3. The General Data

Protection Regulation

The GDPR, as the replacement of the 1995 Data Protection
Directive,[26] offers a comprehensive legal framework that
harmonises data protection throughout the European Union.

The GDPR is designed to recognize the tremendous technologicall
advancements of the previous 25 years, particularly the emergence
of networked information spaces like the internet.[27] Yet, it was
planned and written before blockchain, which is now regarded as
one of the most disruptive new information technologies on the
horizon.[28]

3.1. Personal Data

According to Article 2(1) GDPR, the GPDR applies “to the processing
of personal data (...)". Personal data is one of the fundamental
concepts in data protection law that determines the material
scope of the GDPR.[29] The data protection principles, rights, and
obligations only apply when personal data is processed.[30]
Pursuant to Article 4(1) GDPR, personal data means “any informa-
tion relating to an identified or identifiable natural person”.
Identifiability is the crucial factor in determining whether data
constitutes personal data.[31]

The opposite of personal data is anonymous data and refers to
“information which does not relate to an identified or identifiable
natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable”.[32]
Anonymous data, therefore, does not fall within the scope of the
GDPR. Pseudonymous data, however, remains information relating
to an identifiable person and is therefore subject to the GDPR.[33]
In other words, data is pseudonymous if it is possible to combine
data with other available information and can thus identify a
person, and it is anonymous if this possibility is non-existent.[34]
The resulting notion of personal data is broad, flexible, and
adaptable to technological context.[35]
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4. Data on a Public

Permissionless
Blockchain

On the surface, a public permissionless blockchain appears to
exclusively deal with hashes and encryption rather than names,
addresses, or email IDs. Because of this, blockchain data is
frequently referred to as “anonymous”, particularly in non-legal
discussions.[36] As anonymous data is not covered by the GDPR,
blockchain may therefore be considered to be beyond the purview
of data protection law. However, legally, it is a bit more complex.
Often, there are entities that are able to combine data and identify
a person behind hashes and encryption.[37] As a result, many
blockchain use cases are examples of pseudonymity - in legall
terms - rather than anonymity.[38] Since pseudonymous data is
still considered personal data, a variety of public permissionless
blockechains will fall within the scope of the GDPR.[39]

GDPR compliance is therefore not about the technology, it is about
the way the technology is used.[40] There is no such thing as a
GDPR-compliant blockchain technology; rather, there are GDPR-
compliant use cases and applications, albeit the compliance may
change over time.[41]
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5. Overarching Problem

Giving people more control over their personal data is one of the
main goals of the GDPR.[42] As mentioned, data protection rights
apply when personal data is processed.[43] Among those rights are
for example the right to access, the right to erasure, and the right
to data portability.[44]

Recital 26 GDPR enables the notion of personal data to be a
tailored and context-specific analysis determining whether
personal data is present.[45] Consequently, a piece of data that
was once anonymous may later, just by existing, become personal
due to advancements in technology or due to combining new data
leading to identifying a person.[46]

This raises the key questions of this paper: How can the legal
certainty and data protection rights of citizens be guaranteed
when there is uncertainty about the limits of personal data on
public permissionless blockchains? And more importantly, to
solve this problem, does the GDPR need to change, blockchain
technology, or both?

6. Conclusion

Blockchain technology has emerged as a game-changer in various
fields, but its wide applicability has given rise to numerous legal
uncertainties, particularly concerning data protection. This paper
has provided a preliminary analysis of data on public permissionless
blockchains and whether it qualifies as personal data under the
GDPR. Despite the initial impression of anonymity, blockchain data
can often be traced back to an identifiable person, making it
pseudonymous and thus subject to the GDPR. As such, compliance
with the GDPR is not about the technology but rather about

the way it handles personal data. Due to this uncertain nature

of blockchain technology, it is even more essential to ensure

the protection of individuals' personal data in the blockchain
ecosystem.

Any questions?
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