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1. Introduction

Digitization in the payment system has brought unprecedented
dynamics. Cash is being used less and less and the corona crisis
has given this an extra push.[1] These developments and the
increasing number of new digital assets entering the market
sounded an alarm bell among central banks to start thinking
seriously about the digitization of public money, also known as
Central Bank Digital Currency (CBDC).[2] Already 90% of all centrall
banks in the world are now working on this theme.[3] The European
Union has also begun to contemplate digital euros and expects to
conclude the investigation by autumn of 2023.[4]

However, this type of digital currency can possibly be construed

in a privacy-unfriendly way. This paper will critically examine the
privacy concerns surrounding Europe’s retail account-based CBDC.

2. What is a Central Bank

Digital Currency?

CBDC refers to a digital form of fiat public money issued and
backed by a central bank.[5] Depending on the purpose of the
issuing entity, the technical definition of CBDC could differ.[6]

2.1. Differentiations

CBDC differs from the digital form of private money. Private money
is money held in accounts at commercial banks. This traditional
form of money represents a private commercial bank’s liabilities in
the form of a direct claim against this bank.[7] In contrast, CBDC is
a direct claim on a central bank and is issued by a public central
bank.[8] By pledging the one-for-one conversion of private money
into public money upon demand, similar to withdrawing cash from
an ATM, private money is frequently connected to a sovereign
currency; however, it is a claim one has on the commercial bank.[9]
CBDC, on the other hand, is the central bank's direct liability.[10]

Moreover, CBDC is distinct from stablecoins[11] and crypto-
assets[12]. Crypto-assets are not backed by or connected to a
sovereign currency,[13] nor are all crypto-assets or stablecoins
issued by an identifiable central party. CBDC is both but in a digital
form.[14]

2.2. Design Categories
Depending on the purpose, CBDCs can be further classified into
multiple categories.[15]
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2.2.1. Wholesale vs. Retail

Wholesale CBDCs are designed for the settlement of transactions
or large interbank payments and have limited access to banks and
other financial institutions.[16] In contrast, retail CBDCs are used
when the CBDC is meant to be offered to the general public.[17]
Consumers and businesses can access and use retail CBDCs for
retail transactions and other broader uses.[18] As such, it presents
the general public with a new way to store money and may be
intended to displace the existing payment instruments, like cash or
debit cards.[19] CBDC is different from cash, as it comes in a digital
form unlike physical coins and banknotes.[20]

2.2.2. Account-based vs. Token-based[21]

Account-based CBDCs refer to CBDCs that are connected to an
identifying system, such as the European Digital Identity,[22] and
require users to log in before they may access it.[23] Therefore, users
must pass verification before they may access and use CBDCs.

[24] Consequently, in its inability to be transferred anonymously,
account-based CBDCs lack the cash-like characteristics.[25]

In contrast, token-based CBDCs refer to CBDCs protected

by passwords, like digital signatures, that can be accessed
pseudonymously.[26] Following, token-based CBDCs resemble cash
or Bitcoin as they do not necessarily require identification checks
for every user.[27]




3. Why would central
banks want to issue a

Central Bank Digital
Currency?

Besides the generol g|ObC]| Digitization in the payment system has led to new challenges in
the monetary system worldwide. Four developments leading to this

trends, motivations for disruption can be distinguished.[28] Firstly, the rapid rise in interest
in cryptocurrencies that compete with traditional forms of assets.
CBDCs are also driven [29] Secondly, the advent of private sector-issued stablecoins.[30]
Thirdly, the entry of big tech into payments, and more generally the
by Ccou ntry—speciﬁc disruption that platform-based business models and big data bring
to the financial system challenging central banks in competition,
circumstances data privacy and the integrity of the payment system.[31] And lastly,

the Covid-19 pandemic has accelerated the adoption of digital
payment technologies.[32]

Besides the general global trends, motivations for CBDCs are
also driven by country-specific circumstances.[33] A survey of
central banks shows that in advanced economies, CBDCs are
being studied by central banks to support safety and robustness,
or domestic payments efficiency (see Graph 7). In other words,
central banks view CBDCs as a chance to address threats

to the security of digital payments, to cut costs, and to fulfil
central banks' mandates for the efficient operation of retail and
wholesale payments. Additionally, financial inclusion is a significant
driver, particularly in emerging market economies (EMEs). Many
central banks regard CBDCs as a way to increase the unbanked
population’s access to payment services by providing them with
transaction account.[34]

Motivations for issuing a CBDC
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4. Legal challenges

Regardless of the design of CBDCs, multiple legal challenges arise.
[35] Among these legal challenges, the privacy concerns stand out.
[36]

4.1 Privacy Concerns

Through the retail account-based CBDC, the issuing central

bank may record, observe, and even control the cash flow of their
currency.[37] Every transaction is completed and recorded digitally
because users must log in to a system that must verify their identity,
which violates user privacy.[38]

4.1.1. Europe

The Eurogroup emphasised that for the digital euro to succeed, it
must ensure and maintain users' trust, “for which privacy is a key
dimension and a fundamental right”[39] The necessity for privacy,
comparable to the privacy of cash today, was stressed by the
Digital Euro Association.[40] While the European Central Bank
(ECB) generally abides by these principles and prioritises privacy,
it adopts a different strategy that offers citizens far less privacy.
The ECB states: “(...), a digital euro would provide a level of privacy
equal to that of current private sector digital solutions.” Thus, the
digital euro would have a degree of privacy similar to existing
digital payments and not cash payments. A CBDC may be more
appealing if it offers privacy comparable to cash because there are
currently no high-privacy digital payment options.[41]

Theoretically, the ECB may address this privacy concern by
maintaining anonymity with their CBDC design. Each transaction
would be essentially anonymous if users’ identities were not
checked when they access services.[42] While this is currently the
case for cash, European regulations do not allow anonymity in
electronic payments in order to prevent money laundering, terrorist
financing, tax fraud, and sanctions evasion.[43]
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privacy concerns

5. Overarching Problem

The programmability of CBDC presents an even bigger difficulty
than the privacy concerns. Even though Fabio Panetta recently
stated that the digital euro, Europe’s CBDC, is being introduced in a
form that does not make use of programmability - due to its nature
- it may still be possible to adapt this later.[44] The tiger resists
eating flesh for a while before giving in and eating a great chunk
when he is enticed, similarly, the ECB maintains a privacy-friendly
digital currency for a while, but when tempted, they may reprogram
the conditions.

This raises the key question of this paper: What is the advantage
for citizens of using the digital euro instead of cash if it is
programmable by nature and not anonymous?

6. Conclusion

The rise of digitization in payment systems and the decreasing use
of cash have prompted central banks to consider the issuance of
CBDCs. While CBDCs have the potential to offer benefits such as
increased financial inclusion and improved efficiency, there are also
legal challenges, particularly around privacy. The design of CBDCs
will play a critical role in addressing these challenges. As the EU and
other central banks continue to explore the possibilities of CBDCs,
it is essential that they prioritise user privacy and maintain the trust
of the pubilic.
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